GUIDELINESAND RULESOF THE MAX PLANCK SOCIETY
ON A RESPONSIBLE APPROACH TO FREEDOM OF RE-
SEARCH AND RESEARCH RISKS

* The following “Max Planck Society Guidelines aRdlles on a Responsible
Approach to Freedom of Research and Research Risk&' drawn up by the
“Security and Defense Research” Working Group, withsupport of the Eth-
ics Council of the Max Planck Society, at the rexjué the Scientific Council
of the Max Planck Society and were unanimously @pgut by both bodies. The
Scientific Council of the Max Planck Society ackredged the rules with ap-
proval at its meeting of February 18, 2010 andahgtio recommend approval
of the rules to the Senate of the Max Planck Speidiich also approved it in
its meeting of March 19, 2010.
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I. INTRODUCTION
A. Freedom of research and theresponsibility of scientists

Research plays a fundamental role in ensuring tbgress of mankind. It enables the extension
of the boundaries of knowledge and enhances th&amgelprosperity and security of mankind

and the protection of the environment. The freeddmesearch, which is enshrined in the Basic
Law and may only be restricted to protect othenificant constitutionally protected values, is a
fundamental requirement in this respe8uccessful basic research also requires transparen

the free exchange of information and the publicatibresearch results.

However, as well as successes, there are also asdaciated with free and transparent re-
search Such risks do not necessarily result directlyrfroegligence or deliberate misconduct
by scientists. There is also the indirect danger that resultspefcific individual research pro-
jects - which are neutral or useful per se - maymigused by third parties for harmful pur-
poses. This possibility of “dual use” prevents or makeslifficult to make a clear differentia-
tion in many fields today between “good” and “badsearch, civil and military research,
defensive and offensive research, and researcipdacekeeping” and “terrorist” purposes. The
dual use issue must also be taken into accoueikinowledge-driven field of basic research,
the results of which are often unforeseeable, hadckfore not good or bad per se.

In this highly complex relationship between bersefind risks, the Max Planck Society under-
takes to carry out research to foster the welfémmankind and the protection of the environ-
ment. Scientists must therefore prevent or minirdizect or indirect harm to man and the envi-
ronment as far as possible. In addition to theiliddg of the research, they should therefore
also take its consequences and controllability adoount where possible. Research at the Max
Planck Society is therefore subject to ethical a as legal limitations.

Article 5 Paragraph 3 of the Basic Law

These risks were particularly prevalent in Germdusing the period of National Socialism. The Max
Planck Society and its employees are aware of teeiqus research carried out by the Kaiser
Wilhelm Society for National Socialist injusticeBhe history of the Kaiser Wilhelm Society therefore
represents a legacy for the Max Planck Societyyramgp it takes account of the potential misuseesf r
search results in good time, and counters thidfastiwely as possible. Also see the declaratiothef
Max Planck Society and its former Presidetipert Markl, in: Max-Planck-Gesellschaft (Hrsg), Bio-
wissenschaften und Menschenversuche an Kaiser-Wiilmstituten — Die Verbindung nach Ausch-
witz, Symposium in Berlin, 2001.

Titles such as “researcher” and “scientist” aréeéounderstood as job titles which include bothesex
in this text.

In the field of defense and weapons technologyterias research and nanotechnology could be used
for the development of offensive weapons; researithrobots for peaceful purposes may enable the
construction of military robots; the developmentboilet-proof materials for armor plating and pro-
tective vests also provide improved protectiondggressors; the peaceful use of nuclear power can
also enhance the development of weapons of massictasn. Research results on pathogenic micro-
organisms and toxins can also be used for new ditdbweapons and for terrorist attacks. Research
into molecular plant genetics can be misused fological attacks on seeds, and stem cell research
misused to create hybrids. In IT, research to carobaputer viruses can be used to spread as well as
prevent them.

The issue of dual use of research results alsdespipl the human sciences: psychological, medical
and neurobiological research can be used to omiaggressive methods of interrogation and torture.
Criminological and sociological research may irfenupon the privacy and data protection rights of
probands. Legal opinions may favor infringementrupaman rights or the sovereignty of states in
complex overlapping areas. Risks of misuse theeedaist in most areas of research.



B. Research limitations

Research limitations are, in the first instancéerined bylegal provisons. These may restrict
the freedom of research to protect significant tart®nally protected values, provided this is
proportionate. The relevant provisions have diffié@bjectives and approaches. They may pro-
hibit research objectives (e.g. the developmenthuwaflear and biological weapons), regulate
methods (e.g. certain experiments on humans) ortlisarexport of knowledge, services and
products to certain countries (e.g. within the fesrark of German foreign trade law or the EU
regulation on the control of exports of dual-usem$ and technology). These regulations must
be strictly adhered to at the Max Planck Societfringements of them can result in significant
sanctions, lengthy procedures and damage to theatém of scientists, their institutes and the
Max Planck Society.

However, national law is not always capable of caghpnsively and effectively governing the
risks and opportunities for misuse of researchpdrticular, the potential misuse of specific
individual research cannot be prevented by adogtiggnerally distrustful approach to research
per se and making it subject to comprehensive gonent regulation. Even highly detailed
legal regulations would not sufficiently take acobof the differentiated and rapidly changing
global issues of area-specific risks and, moreoweuld conflict with the freedom of research
enshrined in the constitution. However, individaalentists must not simply satisfy themselves
with adhering to the legal regulations, but muketaccount of further ethical principles. They
should apply their knowledge, experience and cdipabito recognize and assess the relevant
risks of harm to humans and the environment. liicaticases, they should make personal deci-
sions on the limitations of their work, for whichely are themselves responsible within the
scope of their freedom of research. In individuaes, this may result in projects not being
carried out at all or only being carried out in adified form, even if they are not legally pro-
hibited.

The following rules - approved by the Scientificudeil and the Senate of the Max Planck So-
ciety - support persons working at the Max Plancki&y in the implementation of these prin-
ciples. They do not constitute enforceable natideal They aim to prevent misuse of research
and to avoid risks through self-regulation by setibut ethical guidelines and, at the same time,
establish a procedure to enable scientists torlrettelve ethical uncertainties and prevent accu-
sations of unethical conduct. The rules, which ypplthe entire Max Planck Society, are not
exhaustive and are supplemented by additional sbjeecific self-regulatory measurehe
Max Planck Society welcomes the involvement ofirititutes and employees in the develop-
ment of additional subject and profession-specdigulations outside of the Max Planck Soci-
ety on the basis of these guidelines and ruleséble risks to be discussed transparently and
avoided. Together with the following rules, thepedfic codes foster the Max Planck Society's
commitment to excellent basic research for the fitesfemankind and the environment.

> See, for example, for the field oésearch on humans: Declaration of the World Medical Association

of Helsinki/Tokyo (1964/75) with various subsequestisions. For the field dfio-security: German
Research Foundation — Code of Conduct: work withlyi pathogenic microorganisms and toxins,
2008; National Science Advisory Board for Bio SétyrProposed Framework for the Oversight of
Dual Use Life Sciences Research: Strategy for Mizimg the Potential Misuse of Research Informa-
tion, 2007, Strategic Plan for Outreach and Edooa®n Dual Use Research Issues, 2008; Royal
Netherlands Academy of Arts and Sciences, A Codémfduct for Bio Security, Report by the Bio
Security Working Group, Amsterdam August 2007.



II.RULES ON A RESPONSIBLE APPROACH TO FREEDOM
OF RESEARCH AND RESEARCH RISKSAT THE MAX
PLANCK SOCIETY

A. General objective and scope

1.  Objective

These rules aim to prevent misuse of research apid aisks through self-regulation based on
ethical principles. They also establish a procedoirenable researchers to better resolve ethical
uncertainties and prevent accusations of unetbaaduct.

2. Scope

The rules apply to everyone working at the Max BfkaBociety’s institutions, or with their re-
sources at other locations. They should also berebd by Max Planck Society researchers in
their scientific activities outside of the sociegig. within the scope of consultation or joint
responsibility for companies or journals. The statd the various researchers (in particular,
Scientific Members, senior research scientistseregl Scientific Members, academic staff,
doctoral students and guest scientists) and namsiit employees is to be taken into account
in their application to persons working at the Malanck Society. The status of these persons
may have an influence on their freedom of researchany right of authority the Max Planck
Society may exercise over them.

3. Satusof theruleswith regard to other regulations

These rules apply in addition to the “Rules of G&mientific Practice” of the Max Planck So-
ciety. As general provisions for all areas of reskeathey may be supplemented by specific self-
regulatory measures, which have or will be drawrbymther institutions for specific areas of
research. Provided these specific codes confortheayeneral principles set out here, and do
not infringe upon the freedom of research enshringde Basic Law, they may supplement and
more precisely define these rules. Legal provisi@ke precedence over these rules and other
self-regulatory measures.



B. Legal research limitations

German law applies to Max Planck Society reseasciverking in Germany. The locally appli-
cable law applies, in principle, for Max Planck bg institutes and partner institutes abroad.
Researchers working abroad may also be subjetteio national law. International law must
also be observetlLegal provisions apply provided they do not infiégnupon law which takes
precedence or is higher ranking (in particulagiinational human rights).

Scientists are individually responsible for adhgtio the applicable legal provisions. They must
confirm the provisions applicable to them and tla®a of research, and ensure they are ad-
hered to within the scope of their responsibiliti€key are not generally exonerated by igno-
rance of the applicable law.

The Administrative Headquarters of the Max Planoki&y supports the institutes in adhering
to the legal provisions (see D.2 below). It thugfgrens its statutory supervisory duty, providing
a means of intervention in the event of infringetsesgainst the law within the Max Planck
Society.

C. Principlesof ethically responsible research

1.  General principle

The Max Planck Society undertakes to carry outamese which extends the boundaries of
knowledge and enhances the welfare of mankind la@gbtotection of the environment. Scien-
tists must therefore prevent or minimize directrmtirect harm to humans and the environment
as far as possible.

Researchers must not satisfy themselves with atthéoilegal regulations when making appli-
cable decisions, but must also take account of&tprinciples. They must essentially be aware
of the danger of misuse of research. In criticaksathey must make a personal decision on the
area of responsibility in their research.

In cases of research susceptible to risk of misasesponsible approach to research involves
the following measures in particular - recognizargd minimizing research risks, a meticulous
approach to publications, the documentation ofstigind information and training measures.
However, these measures should not unduly hindsrareh and are subject to feasibility and
proportionality.

2. Riskanalysis

Awareness of the potential risks is a prerequisitgesponsible research. Raising awareness of
the relevant dangers is therefore a key requirenmetite avoidance, or at least control, of re-
search risks in both basic research and appliezhrels. As far as possible, researchers should
therefore take account of the consequences andtapp®s for application and misuse of their
work and its controllability. Research projectstthae potentially susceptible to risk should
therefore be preceded by an evaluation of the adedcrisks to human dignity, human life and

® e.g. protection of human rights, international lmitarian law, the prohibition of torture and uge o

force, biodiversity convention.



human welfare, the environment and any other st values protected under the constitu-
tion.

The identification of research risks does not arncern risks relating to individual conduct.
Researchers should also take account of the comsegs! of research susceptible to risk of mis-
use, which they carry out for neutral or usefulgmses, but the results of which may be applied
for harmful purposes or misused by third partieskRanalysis and the evaluation of conse-
quences require an open-minded and responsibleagprit may be necessary for researchers
to find out about the context of the research ptojthe nature of a customer or cooperation
partner or about their customers.

3. Risk minimization
Researchers and all other persons involved shouloimize, as far as possible, the risks associ-
ated with the implementation or use of their warkhtiman dignity, life, welfare, freedom and

property, and to the protection of the environm&hiese measures on risk minimization should
be assessed and carried out both before and caminggoing research project.

This may result in the implementation of securitgasures (e.g. to counter the release or theft
of dangerous substances from laboratories) orthareement of the confidentiality of research
results through physical, organizational and peakprotective measures and more rigorous IT
security. Such security measures and access tiestsiclo not conflict with the requirement for
transparency as research results are not requirbd mmade accessible to everyone at all times
(also see C.4).

Employees and cooperation partners working on reBesausceptible to misuse must be selected
meticulously based on their reliability and sen$eesponsibility. If government authorities
meet security evaluation requirements, cooperabiorthe risks of proliferation of security-
relevant research results may be appropriate.

Risk minimization measures may also consist of aalyying out specific research for or with
certain cooperation partners. Even though intesnaticooperation is a fundamental element of
successful research, a restriction of internati@aaperation or avoidance of partners or staff
from certain states may be recommendable in indali¢ases from a risk minimization per-
spective. National and international provisions &si$ on export restrictions may constitute a
basis for identifying states where a misuse ofatemesearch results is a danger.

4. Publications

The possible consequences of publication of regulisgh-risk research areas should be evalu-
ated responsibly and at an early stage, i.e. béfieretart of the project. This applies, in paricu
lar, where easily implementable research resultédcproduce specific dangers or significant
damages without additional knowledge or costly Enpéntation or application processes.

In such cases, security interests conflict with phieciples applied at the Max Planck Society
on transparency, the free exchange of informatrah) an particular, the publication of research
results’ Their exchange and publication are key factorscientific progress. In many risk ar-
eas, the publication of results also enables tweldpment of protective measures (e.g. vac-
cines in healthcare or anti-virus programs in Ii)contrast, suppression of research results may

" See Max Planck Society, Rules of Good Scientifackce, 2009, Section 1c.



prevent effective protection against their misugedbalitarian regimes, terrorist groups, organ-
ized criminal groups or individual criminals.

The requirements for transparency and communicakionot prevent scientists from minimiz-
ing specific risks of their research by modifyingmamunication and publication procedures.
They may delay the publication of the results @frthvork, rather than publishing immediately.
In the case of research results with a high degfgeotential for misuse, parts of the results
which are particularly susceptible to misuse mayekeluded from the publication in special
cases.

In certain cases, researchers may only share gpegsilts of their work with certain persons.
Complete avoidance of communication and publicabresearch results may be considered as
ultima ratio. This is only justified in extraordiryaindividual cases, and possibly for a certain
period. Research which from the outset is subjgaomprehensive confidentiality for an un-
foreseeable period of time is incongruous withgék-conception of the Max Planck Society.

The aforementioned principles also apply when egg#le of the Max Planck Society publish
journals or books. Employees in such positions wgrkn relevant risk areas should ensure that
the publication of research results and the paticthe publishing houses and other institutions
they are working with conform to the principles sat here.

5.  Foregoing irresponsible research as ultimaratio

The main aim of the risk analysis is responsiblplementation and communication of the re-
search. However, responsible decision-making bgatefiers may, in individual cases, result as
ultima ratio in specific research projects, whasi potential is disproportionate or cannot be
restricted, not being carried out, even if thiaas prohibited by law.

In the case of work which could have harmful aslaelbeneficial effects, in particular in the
field of dual use research, it is difficult to deteéne and apply criteria for possible limitations.
The necessary ethical evaluation of the remainsig rafter the definition of possible protective
measures may be assisted by considering the guestiavhether, on balance, the potential
damages outweigh the potential benefits of thearebe

The extent of possible damages and the risk of damacurrence should be taken into account
when examining this question. In cases where tlgetlreat of dangers, the following factors
should be taken into account: the extent of possilsimages, the probability of damage risk,
whether the research results could be used dirémtljparmful purposes, or whether complex
implementation processes are required, and whétleeuse of the results could be controlled.
Other decisive factors may be who the cooperatannprs, customers, users and parties fund-
ing the research are. The point of departure shiogilthat if certain research projects at risk of
misuse are being carried out by other parties witltwrresponding security standards or for
harmful purposes, research aiming to counter sadigets or minimize resulting damages may
be acceptable.

0. Documentation and communication of risks

If research results in risks for human dignitye l&ind welfare, the environment and other sig-
nificant values protected under the constitutitiese risks, their weighing up against possible
benefits, the measures taken to minimize them bb&ord and, in the event of changes, also
during the work should be documented.

In the case of such risks, scientists should infdrenEthics Commission or the Vice President
responsible about the documentation before tharesdegins.
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Relevant risks and measures to minimize them shioalthdicated in research applications to
the Max Planck Society and other funding institasioThe measures foreseen should be set out.
The Scientific Advisory Board of the institute stibalso be informed about particular risks and
measures to minimize them as soon as possiblestandd take a position on them in its report.

7. Training and information

At institute level, and, above all, in the trainiofjjunior scientists at the Max Planck Society,
the principles of a responsible approach to resedas&s should be communicated and an ex-
ample should be set. The subject-specific rulesignminimization in the respective field of
research should also be covered. Where researfrbensthe Max Planck Society lecture at
universities or other institutions, they shouldoatontribute to raising awareness about these
issues.

D. Organizational responsibilities

1. Personsresponsible

The evaluation of whether research complies wigall@rovisions, self-regulatory measures and
ethical principles is, in the first instance, tlesponsibility of the scientists responsible for the
project. Ultimately, the scientists’ superiors begsponsibility, in particular within the scope of
the legal requirement for duty of supervision.

The scientists involved should primarily inform theientists responsible, but if necessary in
specific cases also the head of the research degatrtthe Managing Director of the institute
concerned, and, in extraordinary cases, the marageof the Max Planck Society, of in-
fringements of the law, which have occurred orsateto occur and of ethical reservations with-
out this disadvantaging them.

The principles set out here also apply when s@entrom the Max Planck Society act as refe-
rees in the evaluation of projects of other redeanc Employees in such positions should en-
sure that research applications set out and miripissible risks in risk areas.

Scientific Members, employees and doctoral studeintise Max Planck Society can consult the
Compliance Unit and the Legal Affairs DepartmentAoiministrative Headquarters on matters
concerning theéegal limitations of research and the Ethics Commissibthe Max Planck So-
ciety on matters concernirgghical limitations. Employees can also consult the ombedsm
elected at institute level with regard to issuesegkarch risks and research ethics.

2. Compliance with legal provisions

At Administrative Headquarters, in addition to thegal Affairs Department, a special Compli-
ance Unit is responsible for supporting the Predidad the institutes with regard to compli-
ance with legal provisions on research limitations.

This unit advises the President and the institutedies the applicable regulations available and
trains persons working at the institutes in applieaneasures. It may obtain information from

the institutes to the extent necessary. The ComgidJnit reports directly to the President and
the Vice President concerned.

Persons working at the Max Planck Society may atritee Compliance Unit at any time if, in
their opinion, legal provisions to prevent the miswf research are not being complied with at



the Max Planck Society. The regulations on theqmtign of “whistleblowers” apply accord-
ingly.

If research infringes upolegally binding provisions, the President or the institute director re-
sponsible undertakes the legal and other measacessary.

3. Ethics Commission

An Ethics Commission is to be established to prevadvice on issues resulting from the im-
plementation of these rules. This provides supjmortesearchers at the Max Planck Society on
issues of research ethics, mediates in differenfexpinion between researchers on relevant
matters and issues recommendations on the implati@nbf research projects.

The Ethics Commission consists of three permanehbérs of the Max Planck Society (Per-
manent Commission), who belong to different sestiand are elected, together with their depu-
ties, by the Scientific Council at the proposaltio¢ir section. The three members elect the
chairperson of the Permanent Commission. Their tdraffice is three years.

In the individual procedures on the evaluationexearch projects, the chairperson of the sec-
tion concerned is also part of the Ethics Commissin addition, the members of the Perma-
nent Commission and the chairperson of the seatigponsible can elect up to two other Mem-
bers, who are eligible to vote and have particalgertise in the scientific field concerned or
other fields relevant to decision-making, to them@uission responsible for a specific proce-
dure. The Commission should have an interdisciplicamposition in terms of Members from
the sciences and human sciences. It may desigmapparteur for the individual processes.

The Ethics Commission may be requested to examimether a planned or current project
complies with these rules by any researcher inebiaeor responsible for a project. In the event
of uncertainty about whether research complies wigse ethical rules, it may also be called
upon by the President and, provided a justifiedriggt exists, by any Scientific Member, em-
ployee or doctoral student of the Max Planck Sgcest well as external cooperation partners.
The aforementioned regulations on the protectiowlastleblowers apply to persons providing
information (Section. 9, Max Planck Society Rulé§ood Scientific Practice).

All researchers responsible are to be informed idhately about uncertainties concerning the
compliance of their research with these rules, amedto be heard by the Ethics Commission.
They have the right to submit a written or oralifjlos statement at any time, and to consult the
relevant documents as far as possible. They abe tmformed about the Commission’s main
procedural steps and may participate in hearingsirzguiries. They are to be informed imme-
diately of the Ethics Commission’s conclusive recmndation and the grounds on which it is
based through the sending of the Commission’sewriptosition statement.

The Ethics Commission may call upon experts (nmfildé to vote) for consultation. It may

request information for clarification of the fadtem the institute director or employees and
question relevant holders of information in pergsonn writing. It may also request a position
statement from the chairperson of the Scientifizidory Board of the institute concerned.

A recommendation of the Ethics Commission on themg@ance or non-compliance of research
with these rules requires the approval of a majaftits members. In the event of a tie, the
chairperson has the casting vote in all votes. Sdrae applies when the Ethics Commission is
issuing recommendations on the method of implentientaof a research project or its non-

8 See Max Planck Society, Rules of Good Scientifackce, 2009, Section 9.
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implementation based on these rules. The Ethicsndssion can take the aforementioned deci-
sions based on a proposal by the rapporteur bwthien procedure (also by e-mail) provided
those concerned had the opportunity to make aipostatement prior to the rapporteur’s pro-
posal.

The Ethics Commission regularly reports to the &die Council on its work.

The Ethics Commission may, within the frameworktase provisions and with the approval of
the Scientific Council and the Senate, draw upous rules of procedure for examining the
approach to research risks. Provided no extraongireggulations apply to the Ethics Commis-
sion, the provisions on formal investigation of thikes of procedure in the event of suspicion of
scientific malpractice apply in procedures conasgriegal research limitations.

E. Applicability

These rules will enter into force one month afteirt approval by the Senate.
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